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TOM TAT

Tén dé tai: Xay dung hé théng bao mét sinh tric hoc dua trén nhan dang khuoén mat va

van tay ung dung vao Smart Home
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bé tai “Xay dung hé théng bao mat sinh tric hoc dua trén nhan dang khuon mat va
van tay ung dung vao Smart Home” nham tao ra mot hé théng bao mat c6 thé ung
dung cho cira ra vao trong nha . Noi dung bao céo 1a cac kién thirc vé l4p trinh nhung
chuong trinh xt 1y hinh anh vao Raspberry Pi bang ngdn ngir python. San pham cta
dé tai nay bao gdm maot bo xir Iy trung tAm va cac thiét bi dau ra khac trong ngdi nha.
Bén canh d6 béo cdo ciing cung cap cac sb liéu thir nghiém va danh gia thue té cua san

pham tir 6 dua ra nhan xét.



LOI NOI PAU

Thoi gian vira qua di tao co hdi cho ching em tong hop va hé théng hoa lai nhimng
kién thirc d3 hoc, déng thoi két hop véi thyc té dé nang cao kién thirc chuyén mon.
Qua qua trinh nghién ctru dé tai, chung em d3 dugc mod rong tam nhin va tiép thu rat
nhiéu kién thire thyc té. Tir d6 chung em nhan thay, viéc tham gia nghién ctru va thuc
hanh thyc té 13 v6 ciing quan trong no gitp sinh vién xay dung nén tang 1y thuyét duoc
hoc & truong viing chic hon, dong thoi tiép thu dugc thém nhiéu kién thirc méi. Trong
qua trinh thyc hién d6 4n, chung em da gip phai rat nhidu khé khan nhung véi sy gitp
d tan tinh cua thay Lé Hiru Duy da gitip em c6 thé hoan thanh t6t d6 an nay ciing nhu

viét 1én bai bao cao do an tot nghiép.

Xin chan thanh cam on thay co gido trong Truong Pai hoc Su pham K¥ thuat Da
Néng noi chung va céc thay co trong khoa Pién - Pién tir noi riéng da tan tinh giang
day, truyén dat cho chiing em nhiing kién thirc quy bau va tao diéu kién giup dd trong
sudt qua trinh hoc tap trong nhitng nam hoc vira qua, giup ching em c6 duoc co s 1y

thuyét vitng vang dé hoan thanh tt d6 an tt nghiép nay.

Tuy nhién do thoi gian c¢6 han cong véi kién thirc con han ché nén Bai bao do an tot
nghiép ciia ching em khong sao tranh khoi c6 nhiing thiéu sét. Vi thé em rat mong

nhan dugc su dong gop ¥ kién, chi bao thém tir phia thay co ciing nhu cac ban.

Ching em xin chan thanh cam on!



CAM DOAN

Ching em xin cam doan dé tai: “Xay dung h¢ théng bao mat sinh tric hoc dua trén
nhan dang khuén mat va van tay ing dung vao Smart Home” 1a mot cong trinh nghién
ctru doc 1ap dudi sy hudng dan cua gido vién hudng dan: ThS. Lé Hitu Duy. Ngoai ra
khong co6 bat clr su sao chép cia ngudi khac. Dé tai, ndi dung béo cao tdt nghiép 1a san
pham ma nhém ching em di nd lyc nghién ctru trong thoi gian qua. Cac sb lidu, két
qua trinh bay trong bio cdo la hoan toan trung thuc, em xin chiu hoan toan trach

nhiém, ky luat cia bo mon va nha truong dé ra néu nhu co6 van dé xay ra.

Pa Nang, ngay... thang... nim 202..
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MO DAU

Hié¢n nay, vAn dé an toan bao mat va an ninh 13 mot van dé cuc ki quan trong va
can thiét trong cudc sdng, ta c6 thé thiy hang loat cic cong nghé cé lién quan va
anh huong dén van dé nay dang duoc thic day ra doi va phat trién mot cach manh
mé. Tl van dé an ninh cta céc co quan, tru s¢ cho to1 viéc bao ddm an toan cac thiét
bi, nha ctra, cong trinh, VV... Dién hinh nhu viéc thiét 1ap mot hé théng bao vé nha
cua tranh sy xam nhép cua ké la cling nhu van dé trdom cuop. Hé théng bao vé co
thé 12 mot 6 khoa thong minh dwge ngudi dung cai dit mat khau bang cac diy sb,
hay la hé théng duogc tao nén dua trén co sd cua cong nghé¢ sinh trac hoc nhu 1a
nhan dién khuon mit, giong néi, van tay,... Trong d¢ tai ndy, ching ta s& noi vé mot
hé thong bao mat déng mo cira bang phuong phap nhan dién dua trén cong nghé

sinh tric hoc. Va cu thé d6 1a hé théng st dung nhan dang khu6én mat, van tay

Muc tiéu cta dd an nay la dem lai cic tinh ndng bdo mat hé théng cua ra vao
nhung phai dam bao dugc gia thanh ré va tién loi. Pé hoan thanh muc tiéu nay
nhoém da tap trung nghién ciru cac kién thire vé 1ap trinh nhung cho Raspberry, cic

kién thirc vé xir Iy hinh anh, 1ap trinh python,

Trong qua trinh nghién cru nhom di sir dung nhiéu phuong phap nghién ciru

khac nhau nham dat hiéu qua cao nhit c6 thé liét ké so qua:

Phan tich va tong hop 1y thuyét.

Nghién ctru sach bdo, qua mang internet.

Xay dung thuat toan, viét chuong trinh.

Lap rap va chay thtr thiét bi.

Bao cdo d6 4n tot nghiép “Xdy dung hé théng bao mat sinh tric hoc dua trén
nhan dang khuén mit va van tay Gmg dung vao Smart Home” s& bao gom cac noi

dung sau:

— Phan I: Mo dau

— Phan II: Gi6i thidu d¢ tai

— Phan III: Tong quan hé thong bao mat img dung cho nha thong minh
— Phan IV: Thiét ké hé théng bdo mat sir dung khudén mat, van tay

— Phan V: Thiét ké thyc thi

— Phan VI: Danh gia hé thong

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng



XAY DUNG HE THONG BAO MAT SINH TRAC HOC DUA TREN NHAN DANG KHUON MAT VA VAN
TAY UNG DUNG VAO SMART HOME

Chwong 1: MO PAU
1.1. Dat van dé

Nhan dang sinh tric hoc dé cap dén viéc st dung céc thudc tinh duy nhét cua
hanh vi va dic diém thé chit ching han nhu du vén tay, khudén mat, chir ky, méng
mit dé ty dong nhan dang mot ngudi. Trong cac td chirc, co quan hanh chinh,
nghién ctru khoa hoc ludn phai kiém tra va tra 161 cac cau hoi: “Con ngudi c6 quyén
ra vao va str dung thiét bi khong?”, “Ca nhan co quyén tiép cin thiét bi. “Ban c6
quyén truy cap thong tin bi mat khong?. "Nghién ctru cho thiy rang cac dic diém
sinh hoc khong thé dé dang thay thé, chia sé hoic gia mao . Chung dugc coi la dang
tin cdy hon cac phuong phap dua trén thé truyén thong nhu st dung khéa , cac
phuong phap dua trén kién thic chang han nhu st dung mat khau. Sinh tric hoc
ngay cang cung cap cho nguoi ding muc do bao mat cao hon, hiéu qua cao hon va
tién loi hon. Nhiéu qudc gia trén thé gidi di va dang phat trién nhiéu cong nghé sinh
trac hoc, mot sb cong nghé da duoc dua vao ing dung thuc té. Sinh tric hoc thuong
duoc st dung la dau van tay, khuon mat, méng mat, giong noi, ... Mdi sinh trac hoc
déu co nhirng uu diém va nhuogc diém, vi vay viéc st dung céc sinh trac hoc cu thé
phu thudc vao yéu cu ctia mot ung dung nhét dinh. Céac dic diém sinh hoc co thé
duoc so sanh dua trén cac yéu td sau: tinh phé bién, tinh duy nhét, tinh 6n dinh, kha
nang thu thap, tinh hop 1é va kha niang chdp nhan. Dau van tay duoc biét dén voi sy
ddc d4o tinh cach va on dinh theo thoi gian, va la dic diém sinh hoc duoc st dung
rong rai nhat. Bao mat bang mat khau 1a mot trong nhirng hinh thirc truyén thong
trude day, thuong duoc sir dung dé kiém soét truy cdp. Tuy nhién, voi su phat trién
kinh té va x3 hoi nhu hién nay, nhitng hinh thirc truyén théng nay khong con mang
lai hiéu qué cao vé d6 an toan. Dan dan phuong phap nay da duoc thay thé boi cong

nghé tién tién hon d6 1a viéc tng dung coéng nghé sinh tric hoc.

Trong thoi gian ngan thyc hién dé tai, cong v4i viee dé tai tai Viét Nam rat it
ngudi 1am nén kién thie con han ché, trong tip d6 an thiéu sot 13 diéu khong thé
tranh khoi, nhom thuc hién rit mong su dong gop ¥ kién cua thay co va ban be.

1.2. Muc tiéu

Muc tiéu ciia d¢é tai 1a thiét ké va lap dat dugc 1 hé thong bao mat st dung sinh

trac hoc va van tay tmg dung vao smarthome thong qua xtr 1y hinh anh. Hé thong

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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can dap tng diy di duoc cac chirc ning co ban cia mot hé thong nha théng minh

tuong tac thong dung hién nay. Nhung v61 gid thanh phu hop voéi tinh rng dung cao.
Pé dat yéu cau trén nhom dit ra muc tiéu nghién ctru cu thé nhu sau:

— Tim hiéu vé& nguyén tic hoat dong ctia Raspberry Pi. Biét cach cai dat va lap
trinh cho Raspberry Pi.

— Tim hiéu v& ngdn ngit 14p trinh python va lap trinh nhiing Raspberry Pi bang
python.

— Tim hiéu va lap trinh thi gidc mdy tinh v&i OpenCV.

— Thiét ké, cu hinh va 1§1p dat thiét bi sinh tric hoc va van tay.

— Tim hiéu vé ngodn ngir lap trinh diéu khién cho van tay dua trén nén tang

Arduino.
1.3.  Phwong phap nghién ctru
Nhom khi thuc hién dé tai da sir dung cac phwong phap nghién ctru nhu sau:

— Phan tich va tong hop 1y thuyét
— Séach bdo, qua mang internet

— Tham khao tai liéu

—  Viét chuong trinh

— Liép rap va chay thtr thiét b

1.4.  Noi dung dé tai

Do an t6t nghiép “XAY DUNG HE THONG BAO MAT SINH TRAC HQC
DUA TREN NHAN DANG KHUON MAT VA VAN TAY UNG DUNG VAO
SMART HOME” dugc trinh bay trong 6 chuong nhu sau:

< Chuong 1: Mé diu

- Téng quan vé dé tai: dat van dé, muc tiéu nghién curu, ndi dung dé tai.
< Chuwong 2: Gi6i thiéu dé tai

~ Téng quan vé hé théng nha thong minh, ciu tao nguyén ly.

— Khao sat mot s6 hé théng nha thong minh hién nay.
< Chuwong 3: Tong quan hé thong bao mat danh cho nha thong minh

~ Téng quan vé hé théng bao mat truyén thong, bao mat hién nay...

— Trinh bay ¥ tuéng dua trén 1 s6 hé¢ thong bao mat nha co san.

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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< Chuong 4: Thiét ké hé thong bao mat sir dung khudn mit, van tay
— Trinh bay so d6 nguyén 1y hoat dong tong quat ctia hé thong
— Trinh bay va phan tich so do thuat toan.
— Thiét ké va lya chon phan ctng.
% Chuong 5: Thiét ké thwc thi
— Chay thir nghiém trong 1 s6 méi trudng.
— Phan tich, danh gid va nhan xét két qua nhan duoc.
% Chuong 6: Panh gia hé thong
- Két qua dat dugc ctua dd an.

— Hudng phat trién cho hé thong.

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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Chwong2:  GIOI THIEU PE TAI

X4 hoi thé ky 21 ching kién su phat trién vuot bac cua cong ngh¢ va danh dau su
mé dau cia nhimg thiét bi thong minh. Smart phone, Smart Tivi déu la nhirng thiét bi
ngay cang phé bién, théng dung trong doi song hang ngay cia con ngudi. Ping nhu
tén goi, nhitng thiét bi nay khong nhirng c6 kha ning dap tng nhiing yéu cu co ban
clia con ngudi, ma con hon thé, cac thiét bi smart ra doi di thay thé con ngudi trong
viéc kiém soat va diéu khién cac chirc ning khac 1 cach chuyén nghiép, dé dang va

hi¢u qua.

Tiép ndi thanh cong cia nhitng thiét bi thong minh iy, Smart home ra doi nhu mot
su khoi dau tao bao vé tu duy 1am chu cong nghé ngay trong cudc sdng ciia con ngudi.
Mot ngdi nha théng minh v6i kha niang thiu hiéu tu duy diéu khién cua con ngudi

nhanh chéng tro thanh dé tai cong nghé c6 strc hap dan.

Nha thong minh 1a mot dé tai rong va co nhiéu van dé dit ra. Tuy theo muc dich
sit dung ctia chi nhan dé thiét ké, mot phan quan trong trong hé théng nha thong minh
12 hé thong diéu khién va gidm sat.

Bén canh d6, vin dé an toan bao mat va an ninh 13 méot van dé cuc ki quan trong
va can thiét trong cudc sdng, ta co thé thay hang loat cic cong nghé c6 lién quan va
anh huong dén van dé nay dang duoc thiic day ra doi va phat trién mot cach manh mé.
TU van dé an ninh cta céc co quan, tru s& cho té1 viéc bdo dam an toan cac thiét bi,
nha cura, cong trinh, VV... Dién hinh nhu viée thiét 1ap mot hé théng bao vé nha cua
tranh sy xAm nhap cta ké la ciing nhu van dé trom cudp. Hé thdng bao vé dé c6 thé 1a
mot 6 khoa thong minh duge ngudi dung cai dat mat khau bang cac diy sd, hay 1a hé
théng duoc tao nén dua trén co s cta cong nghé sinh trac hoc nhu 13 nhan dién khuén
mat, giong noi, van tay,... Nhu da néu & trén, hién tai nhirng noi nhu nha may, xi
nghiép, co quan, nha ctra hay nhitng noi c6 su an toan, bao mat dat hang dau thi mot
hé théng bao vé 16i ra vao hay 1a phat hién dugc sy xam nhap cua ké la, kha nghi, gia
mao dic biét dbi v6i cac co quan an ninh, bénh vién hodc nhitng noi déng ngudi,...) 1a

vO cung can thiét.

Trong d6 an nay, chung em trinh bay mot hé thong bao vé dong md ctra bang
phuong phap nhén dién dya trén céng nghé sinh tric, va cu thé d6 1a hé thong sir dung

cam bién van tay, xu ly anh nhan dang khuén mat.

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng



XAY DUNG HE THONG BAO MAT SINH TRAC HOC DUA TREN NHAN DANG KHUON MAT VA VAN TAY
UNG DUNG VAO SMART HOME

Pé tai 1a mot san phém c6 tinh thuc té cao dya trén nhu cau cong nghé hién nay,
dugc nghién ctru, ché tao dua trén nhiing kién thirc chung em da hoc, ké thira va phat

huy nhiing két qua cta cac cong trinh nghién ctru trude dy.

Em xin cam on gia dinh, ban bé di tao diéu kién, giup d& cho ban than em hoan

thanh dugc dd an tot nghiép nay

Em xin chan thanh cam on cac thﬁy co trong bo mon Pién Tur da tan tinh chi bao
dé nhom em c6 thé hoan thanh dé tai nghién ctru nay. Bén canh d6 1a sy hudng dan,
gop ¥ cua gido vién hudng dan Th.S Lé Hiru Duy va su gitp d& cla gido vién phan
bien TS. ...................

Do thoi gian va kién thirc con nhiéu han ché, dé tai ctia em s& khong tranh khoi

nhiing sai s6t, em mong thay cd gop ¥, chinh sira dé c6 thé hoan thién hon.

Da Néng, ngdy thang nim 2021

Sinh vién thuc hién

Pham Van Hao
Nguyéen Thanh Chinh
Nguyén Van Cuong
Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy

Nguyén Vin Cuong
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Chwong3:  TONG QUAN HE THONG BAO MAT UNG DUNG
CHO NHA THONG MINH

3.1. Bdo mt truyén thong

3.1.1. Khoa co
3.1.1.1 Tinh tién dung cia khoa

Khoa co: thong thuong ban can c6 chia khoa dé mo cira. Néu khong may bo quén
chia khéa ¢ trong nha va chot ctra lai .

Khi Iam mat chia khoa thi cach duy nhat dé ban c6 thé vao nha 1a tim dén nhiing
nguoi thg stra khoa hodc pha khoa. D61 khi c¢o thé khién nguoi khac hi€u l1am rang ban

dang c6 tinh d6t nhap vao nha nguoi khéc.

Hinh 3.1: Khoa co

3.1.1.2 Tinh bdo mdt

Khoa co: v6i nhirng chiéc khoa co thong thudng cé rat nhidu cach. Dé ké xdu mo
cua dot nhap vao nha ban chi véi chiéc chia van nang. Mot chiéc kim cong lyc, mot
thanh kém hay mot chut axit manh dé pha khoéa. Do d6, khoa co gan nhu khong con

kha nang bao v¢ khi ding trudc nhitng tén trom ranh manh.
3.1.1.3. Tinh thdm my

Khoa co: da so cac loai khoa co déu c6 vé ngoai tam thuong, don gian, nhiéu loai
con dé bi hoen gi sau mot thoi gian sir dung. Chinh nhitng chiéc khéa nay lam gidm di

vé dep thim m¥ cho ngdi nha cta ban.

Pham Van Hao N
Nguyén Thanh Chinh Nguoi hudng dan: ThS. L€ Hiru Duy
Nguyén Vian Cuong
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3.1.1.4. H¢ théng khéa cira

Khoéa co: Co ché hoat dong dua vao su an khép gitra hdc 16m va vét ranh cua chia
khoa va cac dudng rinh bén trong 6 khoa. Co thé noi khoa co khong c6 kha ning quan

Iy va phan quyén do chi can c6 chia khéa cua dang 6 khéa la c6 thé mé dugc cua.

3.1.2. Camera an ninh

3.1.2.1 Quyén riéng tw la mét vin dé

Trudc day da c6 mdt vai truong hop camera an ninh gay tranh cai, dac biét la
trong céc thiét 1ap chuyén nghiép. Pi c6 truong hop nhan vién phan dbi viéc bi giam
sat lién tuc ma khong c6 su cho phép cua ho va lay 1y do 1a “xam pham quyén riéng
tu’. Mot s nguoi cling da dung dén hanh dong phap 1y chéng lai ngudi sir dung lao

dong cua ho lién quan dén vi¢c nay.

Nhitng ngudi chi trich hé¢ théng camera an ninh da xuc pham dén viéc ho dugc dit
trong van phong va lap luan rang 1am nhu vay c6 nghia 12 ngudi st dung lao dong da
gia dinh hodc tin rang nhan vién ctia minh khong tét va s& lam diéu gi d6 sai trai, d6 1a
1y do tai sao cac hoat dong cua ho can phai duoc ghi lai.

3.1.2.2 Chi phi cho thiét bi dit tién

Mic du camera gia c6 thé khong dat, nhung camera that c6 gia hang trim, thim
chi hang nghin USD tiy thudc vao tinh ning va sd luong camera, hé théng giam sat
ma ban mua. Viéc cai dat ching va bao tri chung dong nghia véi viéc ting thém chi
phi. Néu ban dang nghi dén viéc ty lap dat chung, hiy tam dimng ¥ tuong d6 trir khi ban
c6 kién thirc tot vé hé thdng day dan, néu khong ban c6 thé lam hong camera.

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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Hinh 3.2: Camera an ninh
3.1.2.3 Ho cé thé dé bi ton thwong

Khi chiing ta, 1a nguoi st dung camera an ninh, ¢ gang cap nhat nhiing thong tin
moi nhét vé hé thdng an ninh, chung ta khong nén quén rang nhimng ké xam nhap va
t6i pham ciing dang 1am nhu vay. Mot ké xam pham thong minh c6 thé s& biét tat ca vé
chiing va c6 thé da tim ra cach dé khong bi phat hién.

Hon nira, nhitng tén td1 pham am hiéu cong ngh¢ co6 thé da hiéu cong nghé va tim
ra cach dé vo hi¢u hoa ngat két nd1 ching khéi nguon dién cua ching. Ngoai ra, néu
anh ta phat hién may anh ctia ban 1a gid hinh ndém, chung c6 thé hoan toan vo dung

trong bat ky cong tac phong chdng t6i pham nao.

Trong truong hop xau nhét, tin tic c¢6 thé pha hoai hé théng camera an ninh cia

ban bang cach st dung Internet va str dung ching dé theo ddi ban.
Diéu nay 1am cho camera an ninh dé bi hu hong va hodc st dung sai muc dich.

3.1.2.4. Khong thé ngdn chén trom cip

May anh cho phép ngudi dung ghi lai canh quay dé xem sau, dong thoi gitp truy
bét toi pham va nhan cong 1y tir phap luat. Tuy nhién, ho khong thé ngin chin toi 4c
khi n6 dang dién ra. Ho khong canh bao hang x6m hodc canh sat nhu mot hé théng

bao dong. Diéu nay co nghia 1a ban s& phai chiu ton thit ngay ca khi ban chay ra toa,

PhamNVén Hao :
Nguyén Thanh Chinh Nguoi hudng dan: ThS. L€ Hiru Duy
Nguyén Vian Cuong
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yéu cau bao hiém va sdp xép lai hang ton kho bi danh cap, di€u nay c6 thé khién ban

khong con cam thay an toan tuyét doi va tham chi khién ban mat ni€m tin vao chung.

‘ - o
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Hinh 3.3: Camera hang HIK VISION

3.2. Cdc hé thong bdo mdt an ninh hién nay

3.2.1. Vantay
Bao mit van tay ngay cang duoc ung dung rong rii trong doi sdng. Su hién dién
ctia bao mét van tay trén vao cac thiét bi thudng nhat giup ngudi tiéu dung tan hudng

mot cudc song nhiéu tién ich va thoai mai hon.

Nghién ctru vé van tay da xuat hién cach day 200 nam, két hop cing su phat trién
khoa hoc k¥ thuat, hang triéu thong tin dan duoc sb hoa va ung dung cong nghé sinh
tric van tay nham muc dich luu trit dit liéu mot cach dé dang. Khi nhu cAu bao mat,
nhan dién ngdy mdt cao, cong nghé sinh tric van tay dugc chi trong phat trién va dan
pho bién thong qua cac thiét bi sir dung hang ngdy: dién thoai, may tinh, may cham
cong,...

Pham Van Hao
Nguyén Thanh Chinh Nguoi huéng dan: ThS. Lé Hiru Duy 10
Nguyen Van Cudng
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Hinh 3.4: Khéa van tay

Nguyén tic hoat dong cta cong nghé nhan dang vén tay: Khi van tay duoc dit 1én
may quét, ngay 1ap tic hinh anh véan tay dugc ddi chiéu cac dic diém cua ngon tay do
v6i dir liéu di duoc luu trit trong hé théng, qua qua trinh xtr Iy dé dua ra thong bao

rang ddu véan tay do 1a hop 1¢ hay khong hop 1é.

Vi dac tinh sinh hoc phu thude vao di truyén va mdi trudng, van tay clua moi
ngudi 1a duy nhat. Pén nay khoa hoc van chua xac nhan truong hop tring véan tay nao
ké ca cac cap song sinh. Vi dic tinh trén, cong nghé sinh tric van tay dugc ngudi ding

ung dung rong rai vao doi song con nguoi.

Chtrc ning md khoa bang dau van tay gan nhu da xuat hién trén toan bo cac dong
dién thoai di dong dé dé dang m¢d khoéa, thanh toan vé bao mat dir liéu tot hon. May
cham cong bang van tay ciing dugc nhiéu cong ty sir dung vi thao tac thuc hién nhanh

chong va chinh xac, giup cong viéc quan 1y dé dang hon.
Bao mat van tay nhu mot btrc tudong lira, ndng cao su an toan cho ngudi ding. Cu thé:

e Dic diém sinh hoc khé sao chép hon so véi cac loai thé tir.
e Khong thé doan cau may nhu password.

PhamNVén Hao :
Nguyén Thanh Chinh Nguoi hudng dan: ThS. L€ Hiru Duy 11
Nguyén Vian Cuong
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e Van tay cia mdi ngudi 1a ca biét, khong thé nham 1an.

e Khong co tinh trang quén mat van tay nhu quén chia kho4 hay cac loai thé tir.

3.2.2. Nhdn dién khuon mat

Cong ngh¢ nhan dién khuén mat 1a mét loai phﬁn mém sinh trac hoc 4nh xa céc
dic diém khudn mat ciia mot ca nhan vé mit toan hoc va luu trir dir lieu dudi dang
faceprint (ddu khudn mait). Céng nghé st dung céc thuit toan Deep Learning dé so
sanh anh chup truc tiép hoac hinh anh k¥ thuat s6 véi faceprint dugc luu trix dé xac
minh danh tinh cua mét ¢4 nhan.

Cong ngh¢ nhan dién khuon mat hoat dong nhu thé nao?

Phan mém xac dinh 80 diém nat trén khudén mat nguoi. Cac diém nut duoc s
dung dé do cac bién trén khuon mat nguoi, nhu chiéu dai hodc chiéu rong cua mii, do
sau cua hoc mét va hinh dang ciia xwong gd ma. Hé thong hoat dong bang cach thu
thap dit liéu cho cac diém nut trén hinh anh k¥ thuat s6 cua khuén mat va luu tri dir
liu két qua duédi dang faceprint. Faceprint sau d6 dugc st dung 1am co s& dé so sanh
vo1 dir 1iéu dugce chup tir cac khudn mat trong mdt hinh anh hodc video.

Mac du hé théng nhan dién khuoén mat chi st dung 80 diém nut, nhung nod cé thé xac
dinh nhanh chéng va chinh xac muc tiéu khi diéu kién thuan loi. Tuy nhién, néu khuén
mit caa chu thé bi che khuat mot phén, loai phﬁn mém nay trd nén it dang tin cay hon.
Nhiing truong hop st dung cua cong nghé nhan dién khuén mat

Cong nghé nhan dién khuén mat co thé dugc st dung cho vo ) ung dung, tir bao mat

dén quang cao. Mot s6 trudng hop st dung bao gom:

e Bao mat trén thiét bi di dong.

e Mang x4 hoi (chang han nhu Facebook, dé gin thé cac ca nhan trong anh).

e Bio mat doanh nghiép, vi cic doanh nghiép c6 thé sir dung nhan dang khuon
mit d€ vao toa nha.

e Tiép thi. Cac nha tiép thi c6 thé sir dung nhan dang khudén mit dé xac dinh do

tudi, gidi tinh va dan toc dé nham muc tiéu tdi doi tuwong cu thé.

Nhiing l¢i ich cia nhan dang khuén mat

Vi viéc su dung cong nghé nhan dién khuén mat c6 thé mang dén mot loat cac lgi ich

tiém nang, bao gom:

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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o Khong can phai tryc tiép tiép xtic v6i thiét bi dé xac thuc (cac ki thuat xac thuc
sinh trac hoc dwa trén tiép xtc khac nhu may quét ddu van tay, co thé khong
hoat dong chinh xac néu c6 vét ban trén tay ciia mot ngudi).

e Cai thién mirc do bao mat.

e Yéu clu xtr 1y it hon so v6i cac k¥ thuat xac thyc sinh trac hoc khac.

e D¢ dang tich hop véi cac tinh ning bao mat hién co.

e DG chinh xac duogc cai thién theo thoi gian.

o (6 thé duoc st dung dé gitp tu dong hoa viéc xac thuc.

3.2.3. Gigpng noi

Giai phap nha thong minh diéu khién bang giong noi duge hiéu 1a tit ca cac hé
théng thiét bi cua ngdi nha nhu chiéu sang, rem cua, binh néng lanh, diéu hoa, Am
thanh, truyén hinh... déu dugc gin cac bo diéu khién dién tir dé c6 thé két ndi véi
Internet va dién thoai di dong, cho phép chu nha diéu khién bang giong noi cta chinh
minh. Diéu khién nha bang giong néi 1an dau tién xuat hién tai Viét Nam.
bay dugc xem la mdt bude dot pha vuot troi trong hé théng nha thong minh & Viét
Nam.

7

\ - - N
Hinh 3.5: Hinh twong trung giai phap nha thong minh diéu khié

Ung dung giai phap nha thong minh diéu khién bang giong noi va tinh ning cia
ching Khi ban dang ban lam bat ki céng viéc gi ma khong thé cam dién thoai hay
ipad dé diéu khién. Lic nay ban chi can ra 1énh, moi thiét bi s& “vang 101” theo y mudn
cua ban.

Pham Vin Hao
Nguyén Thanh Chinh Nguoi hudng dan: ThS. L& Hiru Duy 13
Nguyén Vian Cuong
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Céc giai phap c6 kha niang “hd tro Alexa”, tit ca déu san sang nhan lénh bang giong

noi cia nguoi dung voi nhirng cau 1€nh bat dau bang “Alexa”.

Vi du: khi ban mudn bat dén, ban chi cin néi ciu lénh: Alexa, turn on the lights”
thong tin s& dugc truyén dén server Amazon, rdi qua sever cua nha théng minh. Tai

day, bo diéu khién trung tAm sé& truyén 1énh cho dén bat sing va md rém trong tich tic.

Loi ich ma nha théng minh diéu khién bang giong n6i mang lai cho nguoi st dung
an toan cho tré nho: Ban khong con phai lo lang khi con leo tréo bat dén hay tay wdt
cham vao cong tac dién, that don gian, chi can ra 1énh cho thiét bi nhan dién giong noi,

ngay lap tuc den da bat 1én.

Tién ich cho nguodi cao tudi: B6 me ban dd co tudi va kho khin trong viéc di
chuyén, dé bat tit cac thiét bi hay don gian kéo rém khi doc sach ma khong muén

phién dén ban, thiét bi nhan dién giong noi s& thay ban lam diéu do.

Cho gidc ngu thém ngon gidc: Anh sang trong phong khong phu hop, c6 thé do
dén ngu hay rém cira. That kho chiu véi viéc chui ra khoi chin 4m, nhay xudng dat dé
tat dén hodc kéo rém. V&i nha théng minh diéu khién bang giong néi, ban chi can ra

1€nh, 13p tirc phong ngu sé€ c6 anh sang hop 1y.

Thiét 1ap hoat canh: Thay vi phai di 1an lugt cac phong dé kiém tra cac thiét bi
dién trude khi nga. Gio day chi can nam trén giuong va ra 1énh, moi thiét bi s& tu dong
theo y ban... Ngoai ra, cac thiét bi trong nha c6 thé ty dong bat tit néu chuyén sang
ché do hen gio.

Am thanh da vung: Mua dong, ban mudn nghe mdt ban nhac, nhung lai khong
mudn chui ra khoi chin. Véi nha théng minh diéu khién bing giong ndi, cong viéc duy

nhat ban phai 1am 1a nam trong chin yéu ciu bai hat yéu thich.

Duya trén cac hé thong tham khao nhu thé, nhém em mong mudn xay dung hé thong
bao mat khudén mit + van tay cho ctra ra vao. Vi Iy do: Thay thé hé théng mé cta
truyén thong bang bao mat sinh tric hoc ting tinh bao mat nham tranh ké xdu mubn

dot nhap,

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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Chuwong 4: THIET KE HE THONG BAO MAT SU DUNG VAN TAY ,
KHUON MAT

4.1 So dé khoi hé théng

Kh&i thu tin hiéu

tay R503)
i | |
Khgi digu khién trung tam Khéi
(Raspberry Pi 4) hién thi
P | _—

Hinh 4.0 So' do khoi hé thong

Khéi xir Iy trung tAm s& l4y tin hiéu tir khoi thu tin hiéu hinh anh dé xu 1y rdi gui
tin hiéu qua khéi dicu khién dong co va khéi hién thi dé diéu khién dong co va hién thi
thong tin nguoi dung trén man hinh deskop.

Chiic niing tirng khoi:

Khéi xtr 1y trung tdm: La bo xtr Iy chinh, nhan tin tir khéi thu tin hiéu hinh anh,
sau d6 xur 1y hinh anh va phan tich nhan dang, dem so sanh dé dua két qua. St dung kit
Raspberry Pi 4 Model B 1am bd xur 1y trung tdm. Str dung thém ban phim va chudt may
cho kit Raspberry.

Khéi thu tin hiéu hinh anh: Co6 chirc nang thu nhan tin hig¢u hinh anh tir thyc té
chuyén v& tin hiéu dién va giri dir liéu cho Khdi xir 1y trung tim. O day dung Camera
USB 1am khdi thu tin hiéu hinh anh.

Pham Vin Hao

Nguyén Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyén Vian Cuong
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Khdi hién thi: nhan tin hiéu tir khéi xir 1y trung tim dé hién thi trén man hinh
desktop

Khéi diéu khién dong co: Relay 1 kénh 5V s& giao tiép v6i khdi xir Iy trung tdm
thong qua giao tiép I12C ciia Raspberry néu Raspberry truyén ky tu <1’ qua chan GPIO,
va s& tién hanh cho chan tin hiéu cta dong co 1én mic cao dé mo ctra sau khi mo ctra
5s thi ty dong lai

Khdi ngudn: Ding ngudn 5V dé nudi khoi xir 1y trung tam.
4.2 Van tay

4.2.1. Giéi thiéu so lwgc vé diu vin tay va nhin dang van tay

Khai niém vé dau van tay

Dau van tay la mot duong van nam trén ngon tay ngudi va nd thé hién sy phan

anh chinh xac s6 lugng nép nhén trén nao.

Dau vén tay ctia con ngudi rat chi tiét, gan nhu 1a duy nhat, kho thay d6i va ton tai
trong subt cudc doi ciia mot ca nhan, diéu nay lam cho ching thich hop lam diu 4n

vinh vién ctia danh tinh con nguoi.

Sinh trac véan tay 1a phuong phap str dung cong nghé dé phan tich mat do, do dai
va hinh dang ctia dau van tay, cdc nghién ctru da chi ra rang cac chi s6 phat trién than
kinh ndo c6 lién quan mat thiét dén sy gia ting cua thuong bi va biéu bi, do dé, sinh

trac van tay dan tré thanh giai phap hiru hiéu cho con nguoi.

4.2.2. Lich s ciia cong nghé vin tay

Viéc bat dau sir dung vén tay 13 & thoi gian rat xa xua. Theo lich sir tim thiy, van
tay d duoc sir dung trén nhimg tam thé bang dét sét cho viéc giao dich kinh doanh &
thoi Babylon ¢6 xwa. O Trung Quéc, ddu van tay duoc tim thiy trén nhitng con diu
bang dat sét. Nhung mai dén thé ky 19 nhimg két qua nghién ciru khoa hoc méi duoc

phd bién va cong nghé van tay méi bat dau dugce xem xét hang loat.

Viéc st dung nhiing nghién ctu khoa hoc ¢ nhitng nam 1800 nhu 1a mdt phat
minh, cong nghé van tay da dugc tmg dung vao dau thé ky 20. Vao niam 1924, FBI
(Federal Bureau of Investigation) da biét luu trir 250 ti van tay ctia cong dan cho muyc
dich diéu tra toi pham va nhan dang nhiing ngudi bi chét ma khong biét rd ho tén. Vao
dau nhitng nam 1900, cong nghé van tay di gdp mot bude ngoat 16n khi nd cho ra doi
“live-scan”, mQt phuong phap dat dugc hinh anh van tay khong sir dung muc in. Khi
Pham Vin Hao

Nguyén Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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FBI loan béo rang d6 13 ké hoach dé ngung str dung nhing thé van tay bang gidy cho
nhitng thanh vién m&i gia nhiap AFIS (IAFIS) noi b cta ho. P6 1a thuc té dang cong
bb gay mot budc nhay vot cho cong nghé Live-Scan ngay hdm nay.

Nhung cong nghé nhan dang van tay khong dung lai chi cho muc dich phap 1y. N6
da duogc st dung moét cach chinh thirc cho muc dich kinh doanh vao nam 1968 tai mot
nhém kinh doanh vé an ninh tai dudng Wall. Van tay ngay nay dang duoc sir dung nhu
12 mot phwong phap nhan dang hiéu qua va chic chin trong nhiéu linh virc, bao gdm
tai chinh, y hoc, kinh té dién tir va ing dung diéu khién truy nhap va khoa cira. Ung
dung hién dai nhit cta cong nghé van tay 1a nhd vao phan 16n cta su phat trién cia

mat doc van tay dang nén mot cach phi thuong.

4.2.3. Xur ly nhdn dang van tay

Xt li nhan dang vén tay bao gém hai quy trinh thiét yéu: Su dang ky (Enrollment )
va sy nhan dang (Authentication). Xem cac budc thu tuc theo so dd bén dudi, hé théng
nhan dang van tay so sanh giita hinh anh van tay dau vao va dir liéu da dang ky trudc
dé xac dinh van tay dung. Tat ca cac budc duge mé ta ¢ trén 1a chi ra tinh hoan thién
ctia hé théng toan ven, nhung ganh ning cia mdy dién todn cila cac budc sau day co
thé duoc cat gidm mot pham vi 16n bﬁng viéc thu dugc moét hinh anh van tay chét

lugng cao cho budc dau tién.

<Picture 1> Fingerprint kdentification Process

n. Enrcilment

Image Feature .
Acquisition Extraction Yurnpiyte(x)

b. Authentication

Image Featura : - -
‘ . Exm . Mau‘m

Hinh 4.1. Quy trinh ldy vén tay

Budce 1. Thu gom hinh anh van tay

Phuong phap thu gom hinh anh thoi gian thuc 1a sy phan 16p mét cach dai khai 1a
thudc quang hoc (optical) va khong thudc quang hoc (non-optical). Phuong phap thudc
Pham Vin Hao

Nguyén Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
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vé quang hoc la dua vao hién tugng phan xa tuyét ddi trén bé mit kién hodc tang
cudng thém mot 16p chat déo ¢ noi ma ngodn tay tiép xuc. Mat doc théng thudng bao
gém mot ling kinh va mot khéi CCD(Charged Coupled Device) hodc 1a mét doc hinh
anh CMOS. Trong su trong phan, mit doc ban dan, vi du tiéu biéu nhu nhitng mét doc
khong thudc quang hoc, khai thac nhirng dic tinh thudc vé dién cua ngoén tay ching
han nhu 1a di¢n dung. Séng si€u am, nhiét, va ap suit cling duogc su dung dé dat duoc
hinh anh d6i voi mét doc van tay khong thudce quang hoc. Nhitng mét doc khong thudce
quang hoc dugc néi rang thich hop mot cach twong d6i hon ddi véi su san xuat quy mo

16n va han ché vé kich thudc chang han nhu tich hop véi thiét bi di dong.

Xem bang 1 13 chi tiét so sanh.

Thudc vé quang hoc Khéng thudc vé quang hoc
Phuong phapdo |, , Anh séng, nhiét d¢, dién dung, son
‘ g phap Anh sang M § g ot do, dic g g
luong siéu am
s Thuec thi tinh 6n dinh cao va hinh |Gia thanh thap véi tich hop kich ¢
Uu diém . . o g
anh chat lugng cao nhd, tiéu thu ngudn thap
Tranh gidi gia thanh cao dé giam
£ e bot vé kich thuse D& bi hu bé mit dién va gip kho khin
Khuyét diem S . % e iAr AA s A
Dé nham 1an véi ngon tay ¢6 vét  |véi nhiét do va ngon tay kho
tich hodc ngon tay gia
Hé¢ théng chim cong va diéu khién|Bao mat may vi tinh, nhan dang tai
Ung dung ra vao, diéu khién dich vu ngan  |chinh dién tu, thiét bi cam tay va thé
hang va bao mat may vi tinh thdng minh.

Bdng 1. Chi tiét so sanh thugc va khong thuc vé quang hoc
Budc 2. Su rit trich dic diém riéng.

C6 hai cach chinh dé so sanh hinh anh dau vao va dir liéu di diang ky. Mot 13 so
sanh mdt hinh dnh nay vai hinh anh khac mét cach truc tiép. Cach khac la so sanh dac
tinh doan trich tir mdi hinh anh van tay. Sau cung la dugc goi 1a viée két ndi so sanh
dic tinh co ban (feature-based)/ minutia-based. Mdi ngén tay c6 duy nhat mot hinh thé
riéng theo cac duong ndi thanh dong goi 1a “ridges” va nhimng ving 16 gitta chung goi
Pham Van Hao

Nguyén Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
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la “valleys”. Nhu thé hién & hinh bén dudi, ridges dugc dai dién 1a nhiing duong mau

den, trong do6 valleys 1 tring.

=Ficiure 2> MEknutiag of Fingerprines — Ending and Bifurcadon[23

= =

o, REsige Ending b Sdge BEffurcation

Hinh 4.2. So sanh cac dwong van tay
Budc 3. Su két ndi so sanh— Matching

Cac budc ddi sanh dugc chia nho thanh doi sanh 1: 1 va ddi sanh 1: N tiy theo
muc dich va hodc sb luong trich dan. So khép 1: 1 con duge goi la kiém tra va xéc
dinh timg c4 nhan. Pay 13 mot chuong trinh yéu cau ngudi dung chi dinh anh ta hodc
¢ ta, tic 14 sir dung du van tay dé chi dinh mot ID. Chi ¢c6 mot phép so sanh giita anh
véan tay dau vao va anh véan tay dugc chon tir dit liéu do nguoi dung khai bao. Nguoc
lai, dbi sanh 1: N thé hién qua trinh hé thong so sanh van tay dau vao véi thong tin
trong dit liéu dé nhan dang nguoi dung ma khong can khai bao ciia ngudi dung. Mot vi
du hoan hao 1a AFIS (Hé thong Nhan dang Van tay Tu dong) thuong duoc sir dung
trong diéu tra t6i pham. Vay, qué trinh két hop dugc biéu dién bang cc con sd nhu thé
nao? Cac bién phap don gian nhat 1a FRR (ty 1é tir chdi sai) va FAR (ty 1é chap nhan
sai).

4.2.4. Thi truwong wng dung van tay
Thi truong tng dung van tay d6i v6i cong nghé van tay bao gom diéu khién truy
nhap va ung dung khoda ctra, chudt nhan dang van tay, dién thoai di dong van tay, va

nhiéu ing dung khéc. Thi trudng van tay dugc phan 16p nhu hinh bén dudi:

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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Uoor Logk

Entrance Control Call-phome
Safe Nalebook
Phaysieal asalile
Access Access
\ Cthar
Cvehicle, Arms) i POA
Hetwork Aconss
(non-mabile)
Sensivg Termianl Sman cand
e{ommerce

Hinh 4.3 . Thi truong ung dung van tay

Theo cong nghé tién bd cho phép kich ¢& mit doc van tay ngdy cang thu nho
nhiéu hon, diy tmg dung duoc trai rong cho thi truong di dong. Xem xét kénh phét
trién cua thi truong di dong hién tai, tiém nang cua no la lén nhét cua toan bo thi

truong g dung.

4.2.5 Gidi thi¢u phin cieng

Thiét bi dau vao: module cam bién van tay r503

Thiét bi dau ra: dong co servo SG90,relay

Thiét bi diéu khién trung tdm: Board arduino uno r3,raspberry pi4
Céc chuan truyén dir liéu: UART

4.2.6. Gigi thiéu phan cirng

Arduino UNO R3 ¢6 thé st dung 3 vi diéu khién ho 8bit AVR 1a ATmega8,
ATmegal68, ATmega328. Bo ndo nay co thé xir li nhitng tac vu don gian nhu diéu
khién dén LED nhap nhay, xir li tin hiéu cho xe diéu khién tir xa, 1am mot tram do
nhiét d6 - dd 4m va hién thi 1én man hinh LCD,... hay nhiing ing dung khic ma ban

da duogc xem.

Thiét ké tiéu chuan cua Arduino UNO sir dung vi diéu khién ATmega328 véi gia
khoang 90.000d. Tuy nhién néu yéu cdu phan cing cta ban khong cao hodc thi tién
khong cho phép, ban c6 thé sir dung cac loai vi diéu khién khac c6 chirc ning tuwong
duong nhung ré hon nhu ATmega8 (bd nhd flash 8KB) vadi gid khoang 45.000d hodc
ATmegal68 (b nhé flash 16KB) vai gia khoang 65.000d.

Cac chan input - output ciia Arduino Uno R3

Pham Vin Hao
Nguyén Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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Sodd chan Arduino Uno R3

1 USB Port

Bien TOVIETNIC

Hinh 4.4. So do6 chdn Arduino Uno R3

C6 mot sé chan 1/ 0 Digital va Analog dwoc dat trén bo mach hoat dong ¢ muc logic
5V véi dong tir khodng tir 20mA dén 40mA

o Théng sé ky thudt:
Chip ATMEGA328P-PU

Nguon Cap = 7-12V

Dong Max chan 5V : 500mA

Dong Max 3.3V : 50mA

Dong Max Chéan 1/0 : 30mA

14 Chan Digital I/0 (6 chan PWM)
6 Chan Analog Inputs

32k Flash Memory

16Mhz Clock Speed

SRAM 2 KB

EEPROM 1 KB

4.3. Module cam bién van tay R503(Fingprint r503)

4.3.1. Miéu ta vin tay R503(Fingprint r503)
St dung cong nghé sinh trac hoc dé bao vé du 4n cua ban - cam bién van tay
quang hoc tat ca trong mot ngay gitip ban dé dang thém tinh ning nhan dién va xac

Pham Vin Hao
Nguye::n Thanh Chinh Nguoi hudng dan: ThS. L& Hiru Duy 21
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minh dau van tay. N6 tham chi con c6 mot vong dén LED tich hop xung quanh ban
phim phat hién, c6 thé dugc dat thanh mau do, xanh lam hodc tim (va mot s6 hiéu tng

mo dan / nhap nhay) dé mang lai trai nghiém ngudi ding cam giac tha vi hon.

Cac mo-dun nay thuong dugc sir dung trong két sit - co mot chip DSP cong suit
cao thuc hién viéc két xuét hinh anh, tinh toan, tim kiém dic diém va tim kiém. Két
ndi véi bat ky bd vi diéu khién hodc hé thdng nao c6 ndi tiép TTL va gui cac gbi dir
liéu dé chup anh, phat hién ban in, bam va tim kiém. Ban ciing c6 thé ding ky céc
ngoén tay mai truc tiép - c6 thé luu trir toi da 200 ddu van tay trong bo nhé FLASH tich
hop.

Hinh 4.5. Cam bién van tay R503

4.3.1.1 Nguyén i hoat déng
Nguyén 1y hoat dong cam bién van tay co ban c6 2 phan:

Lay dir liéu hinh anh cua van tay: Khi lay dit liéu,ngudi dung can phai thuc hién
quét ddu van tay hai lan thong qua cam bién quang hoc.Hé théng sé tién hanh thuat
toan xu 1y hinh anh cua 2 lan quét van tay,tao ra mot khuén mau cia cac van tay dua

trén két qua xur Iy va luu lai cac ban mau

So sanh dau vén tay( c6 thé theo ché d6 1:1 hodc 1:N): Khi ngudi dung thuc hién
quét ddu van tay,module s& chyp lai hinh anh dir liéu vén tay va so sanh véi cac mau
van tay da duoc luu trir san trong thu vien.Ddi voi 1:1,hé théng s€ truc tiép so sanh
van tay véi mau duoce chi dinh cu thé trong module,d6i v&i 1:N hodc tim kiém,hé
thng s& tim kiém trong thu vién dé tim van tay phu hop.Sau dé tra vé két qua dung

néu trung khop hoic sai néu khong tring khép véi dit lidu da duoc luu triv
4.3.1.2 Cac dic tinh

Pham Vin Hao
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Module tich hop nhiéu loai chip xir i trong cing 1 module : cam bién van tay
quang hoc,bd vi xtr Iy DSP tdc d6 cao,bd nhé FLASH...

D@ dang str dung voi cac tinh ning bao mat cao,thong minh.Mirc do bao mat diéu
chinh dugc: thich hgp cho cac rng dung khac nhau,mtic d¢ bao mat cod thé duoc thiét

1ap bo1 nguot s dung

Nguoi dung ¢ thé két hop véi cac module khac dé 1am ra mot loat san pham cudi
cung,chang han nhu kiém soat quyén truy cdp,diém danh vao 16p hoc va chiam

cong,két an toan ,khoa ctra nha hay xe.

Tiéu thu dién ning thap,gia thanh khong cao,kich thudc nho gon,hiéu ning tuyét

Vol

Kha ning chong tinh dién manh mé,xir 1i hinh anh tbt.

4.3.1.3 Chi tiét ky thugt

Thong s k¥ thuat:

* M6 hinh: R503

* M6-dun van tay dién dung

* Giao di¢n: TTL UART

* D) phan giai: 508 DPI

* Dién ap: 3.3VDC

« Dung luong: 200 dau vén tay

« Mang cam bién: 192x192 pixel

e Lam viéc hién tai: 20mA

« Dong dién chd: Pién ap chd cam tng dién hinh: 3,3V, Dong dién trung binh: 2uA
* Kich thudc mo-dun: 28mm (duong kinh ngoai) / 23,5mm (dudng kinh trong)
e Chiéu cao mo-dun: 15,5mm

« Viing cam bién: 15,5mm

Pham Van Hao
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« Mau siac LED: Xanh lam va do6

« Tdc @6 quét: <0,2 gidy

« Téc d6 x4c minh: <0,3 gidy

* Phuong phap so khop: 1: 1; 1: N

* FRR: =1%

* FAR: =<0,001%

* Mo6i truong lam viéc: -20°C - 60°C

* D6 4m lam viéc: 10-85%

« Cong suat chong tinh dién: 15KV

« Cuong d6 chéng mai mon: 1 triéu lan

« Tc d baud truyén thong (UART): (9600 x N) bps trong d6 N =1~ 12 (mic dinh
la 57600bps)

Trong lugng : 35.0g/ 1.20z

4.3.1.4 Giao tiép phin cirng

Céam bién van tay R503 c6 tat ca 6 chian ,nhu cac chan cap ngudn véi dién ap hoat
dong & muc 3.3V, céc chan truyén va nhan tin hi¢u tir cdm bién.

Connector: MX1.0--6P

Pin Name Description Pic
1 Power Supply | DC3.3V
5 GND Signal ground. 1
Connected to power ground.
3 TXD Data output. TTL logical level
4 RXD Data input. TTL logical level )
v

5 WAKEUP Finger Detection Signal 6
6 33VT Touch induction power supply, DC3—6V

Pham Vin Hao
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Hinh 4.6. Céc chan cam bién R503

4.3.1.5 Giao thirc truyén théng noi tiép khéng dong by UART(Universal
Asynchronous Receiver / Transmitter)

UART hay Universal Asynchronous Receiver Transmitter 1a giao tiép ndi tiép
dugc chuyén dbi tir giao tiép song song — qua trinh chuyén ddi nay dugc thuc hién
trudce khi truyén & thiét bi truyén va sau khi nhan & thiét bi nhan dit liéu. No la giao
tiép phd bién tai vi cac thong sb nhu: toc do truyén, kiéu dir liéu,... déu co thé thay doi

duoc.

Tx

Peripheral Rx

GND

TART Communication

Hinh 4.7. So d6 khoi truyén dir liéu giita 2 thiét bi

Trong giao tiép UART co ban, thiét bi truyén va thiét bi nhan giao tiép theo cach
thirc nhu sau: Phan ctimg — hardware- UART s& chuyén d6i dir liéu song song nhan
duoc tir vi xtr 1y, vi diéu khién va chuyén chang thanh dit liéu ndi tiép. Di liéu ndi tiép
nay sé duogc truyén dén thiét bi nhan va tai day, hardware UART s¢€ chuyén doi nguoc

lai thanh dir li¢u song song dé truyén vé vi di€u khién, vi x1r 1y cta thiét bi nhan.

optional
start bit 5 to 8 bit character parity bit stop bit(s)
idl === e idl
Mark — 'dle idle
Isb msbi p
Space — o
toie = time
= Ll'nk RX Interface
- Rx Link Tx
_____________ GND -
PhamNVén Hao :
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Hinh 4.8. Giao thitc truyén théng R503

C4c chan str dung cho giao tiép UART duogc goi 1a TX & thiét bi truyén va RX &
thiét bi nhan. Pong thoi, ¢6 cac thanh ghi — shift registers — dugc hiéu nhu 1a mot phan
cua UART hardware (2 loai thanh ghi duogc sit dung & day la: Transmitter Shift
Register va Receiver Shift Register).

Trong dit liéu Truyén khong dong bo chay & ché do song cong, 1 byte hodc mot
ky tu tai mot thoi diém. N6 truyén dit liéu trong mot ludng byte lién tuc. N6i chung,
kich thudc ctia mot ky ty duge gui 1a 8 bit duwge thém vao mot bit chan 1é, tirc 1a mot
bit start va bit stop cung cap tong cong 10 bit. N6 khong yéu cau dong hd dé dong bo
hoa; thay vao d6, nd str dung céc bit chin 1¢ dé cho ngudi nhan biét cach dién giai dir
li¢u.

Stop Bit W -
E \ Data l/
= " 1[11012001]0 | ——

Direction Of Flow "
ender \srioiilo | | 1litoottoulo | [ 1[1001110000

........... A. )

Ny

“iltio1 |Receiv

Hinh 4.9. Truyén dir liéu trén 1 byte
N6 don gian, nhanh chong, tiét kiém va khong can giao tiép 2 chiéu. Thu, email, dién
dan, TV va radio 1a mét sd vi du vé Truyén khong déng bo.
4.3.1.6 Giao thirc truyén géi div liéu

Khi module R503 thyc hién viéc giao tiép,truyén va nhan cac cau 1énh dir lidu,két

qua thi tit ca duoc dinh dang qua 1 goi dit liéu duoc thé hién chi tiét:

Pham Vin Hao
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Tén Ky hiégu | Dddai | M L

Header START | 2 bytes | Co 2 byte duoc truyven dau tién trong goi dir
Li¢u. Puroce médc dinh gid ol OEFOL.

Acdder ADDER 4 byles Ca 4 byre dia chi coa module. Gia oy mdc dmh
ban ddu 1a OXFFFFFFFF, nhung nd cd& thé
duoc sirma ddi bdd 1éEnh. Bywe cao s& duoec
chuyén vao didu én va néu gid tri adder sai.
module s& v chdi dé chuyén.

Package PIID> | byies Prinh dang loai gdi dir lag¢u
imndentfier Ox01: Goa iéEnh.
Ox02: (Gda diir 1aGu .
OxOT: Goi xde nhdin,
Ox08: Géi kér thiie dir Llidu.

Package LENGTH 2 bytes | Chidéu dai gdi dir liéu tinh uwr Package content
length dén Checksum. Pom vi chidu dai 1a byte (uHi da
256 byues).

Package DATA - | ™NGi dung dir licu. C6 thé 1a 1énh. dir léu., két
CcOonbents gui durgre xac nhin. . (nhu gua o Ky e ddin wibin

ey .

| Checksum SuUin 2 byles | lGng s hocc olisa Package dentficer, Package
length, Package conuent. Bit wman dugre bd gqua.,
bit cao dugce truyen diu Ltién.

Hinh 4.10. Dinh dang goi dir liéu

4.3.1.7 Kiém tra va xdc nhdn géi dir ligu

Mo ta ¥ nghia céac I¢nh:

0x00:thuc hién 1énh hoan tat hodc ok

0x01:16i nhan goi tin

0x02:khong c6 ngén tay trén cam bién

0x03:hinh anh d4u vén tay dau vao khong thanh cong
0x06:hinh anh d4u vén tay qua 16n xon

0x07:hinh 4nh vén tay binh thudng nhung qua it diém dic trung
0x08:d4u vén tay khong tring khép

0x09:khong tim thay ddu van tay

0x0a:hgp nhét dic diém khong thanh cong

0x0b:s seri dia chi truy cap c& so dit liéu van tay ngoai pham vi ctia co s¢ dit liéu van
tay

0x0c:doc mau tir co s& dit liéu van tay bi 16i hodc khong hop 1&
0x0d:cho biét cac dic diém tai 1én khong thanh cong

0x0e:md dun khong thé chap nhén cac goi tiép theo

0x0f:hinh 4nh tai 1én khong thanh cong

Pham Vin Hao
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0x10:x6a mau khong thanh cong

0x11:co so dit liéu ddu vén tay trong khong thanh cong
0x13:mét khau khong chinh xéac

0x15:ving dém khong ¢ hinh anh gbc hop 18
0x18:doc va ghi 16i FLASH

Oxla:sb dang ki khong hop 16

0x20:sai ma dia chi

0x21:phai x4c minh mat khau

others:du phong

4.3.1.8 Gidi thiéu dong co servo SG90 micro

SERVO MOTOR SG90 DATA SHEET

Tower Pro™
[sseggesxs)

¥
[ ~wno

Tiny and lightweight with high output power. Servo can rotate approximately 180 degrees (S0 in each direction), and works just like the standard kinds
but smaller. You can use any servo code, hardware or library 1o control these servos. Good for beginners who want to make stuff move without building a
motor controller with feedback & gear box. especially since it will fit in small places. It comes with a 3 homs (anms) and hardware

Dimensions & Specifications
. t A (mm) - 32
B (mm) : 23
C (mm) : 28.5
- c ® D (mm): 12
€ E (mm) : 32
< F (mm): 19.5
I Speed (sec) : 0.1
Torque (kg-cm) : 2.5
Weight (g) : 14.7
| Voitage - 4.8 -6
Position "0” (1.5 ms pulse) is middie, "90" (~2ms pulse) is middie.
is all the way to the right, "-90" (~1ms pulse]} is all the wa y to the left

\/cé:hed(+)z§
Ground=Brown (—) —

1-2ms
Duty Cycle

asv((~sv)|
Power

and Signal

20 ms (50 H2)
PWM Period

Hinh 4.11. Servo sg90 micro
4.3.1.9 Thong soé kj thudt ciia Servo sg90 micro
Khéi lwong:9g
Kich thuéc:22.2x11.8.32mm

Momen xoan:1.8kg/lcm

Pham Vin Hao
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Tbc d6 hoat dong:60 do trong 0.1s

bién &p hoat dong:4.8V-5V

Nhiét do hoat dong:0-55°C
4.3.1.10 Diéu khién va két néi:

Két noi ddy mau dé véi 5V,ddy mau nau véi mass,ddy mau cam vaoi chan phat
xung cua vi diéu khién.O chan xung cap cap 1 xung tir 1ms-2ms theo dé diéu khién

gbc quay mong muon.

4.3.2. Lap trinh hé thong

Muc dich: Hé thong sé& thuc hién cic chirc ning nhu thém dau vén tay ,quét du van
tay xem tring khop v6i dau van tay da luu hay chua ,x6a cac dau van tay ko sir dung
ntra.

Luu db giai thuat

Hé thong thuc hién cic chirc ning 13 quét van tay va thém van tay dé quan ly
nguoi ra vao nha.Sau khi quét van tay,dit li¢u ID ctia nguoi quét sé duge luu lai vao bo
nhé ,thdng ké danh sach.Hé théng cho phép thém van tay va x6a véan tay dé dang.Khi
cép dién vao hé théng,khéri dong Arduino,cam bién van tay,servo...Sau khi khéi dong
xong ta thuc hién quét van tay néu tring dén led cam bién sang xanh ,servo quay va

nguoc lai

Luu dd quét van tay:

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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Hinh 4.12. Lueu d6 quét van tay

Giai thich luu do quét van tay: Qua trinh quét van tay duoc thuc hién theo luu d6
hinh trén. Néu van tay trung voi van tay da luu thi cam bién sang xanh dén, servo quay

thong bao da quét van tay thanh cong.

Pham Van Hao -
Nguyén Thanh Chinh Ngudi huéng dan: ThS. Lé Hitu Duy
Nguyen Van Cudng
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Luu d6 thém van tay:

Dura
ngén tay

Chup lay anh

v

Chup lay anh

v

Chuyén doi anh

Chuyén doi anh

Luu ma van tay

Hinh 4.13. Luru d6 thém van tay

Giai thich lwu dd thém vén tay: Quy trinh 14y mau thém vén tay nguoi dung duoc
thuc hién nhu luu d6 trén.Khi nhap ID noi luu trir ddu van tay thi cam bién sé& sang
trong khi doi ta dua van tay vao.Ta dua van tay vao cam bién dé tién hanh 1iy mAu lan
mot va twong ty 1an hai.Van tay ta dua vao 1an thir hai ma khong giong 1an mot thi ta
s& cho 14y dén khi nao tring khop thi lwu déu van tay lai.Tiép tuc luu ddu van tay véi

nhitng mau khac tuong ty nhu trén cho dén khi két thuc viée lay mau .

Pham Van Hao
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Luu do x6a van tay:

Nhap ID can
XO0a

v

Xoa van tay tai
ID

Két thiic

Hinh 4.14. Luu d6 xéa van tay

Giai thich luu d6 x6a van tay:Quy trinh x6a van tay ngudi ding nhu luu d6
trén.Nhap ID can xoa,thuc hién cho dén khi két thuc chuong trinh can xoa roi quay vé
ban dau.

4.3.3. Phdn mém lap trinh cho vi diéu khién
4.3.3.1 Gidi thigu phan mém Igp trinh Arduino IDE

Arduino IDE 13 phin mém gitp ta lap trinh cho cic dong san pham cta Arduino
nhu Uno,mega,nano,...Lap trinh trén Arduino IDE la cach tiép can don gian cho nhiing
ngudi dam mé dién tr va mudn tao ra san pham nhtng an twong ma khong can qua
nhiéu kién thirc chuyén sau vé dién tir. Moi trudng phat trién tich hgp Arduino IDE 14 1

g dung da nén tang dugc viét bang Java.

Pham Van Hao
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4.3.3.2 Thuc hign

© Ccom7
|

21:47:07.289 -> Ho finger detected
21:47:07.391 -> Ho finger detected
21:47:07.458 -> No finger detected
21:47:07.560 -> Ho finger detected
21:47:07.627 -> NHo finger detected
21:47:07.8695 -> Ho finger detected
21:47:07.797 -> Ho finger detected
21:47:07.864 -> No finger detected
21:47:07.965 -> Ho finger detected
21:47:08.033 -> NHo finger detected
21:47:08.133 -> No finger detected
21:47:08.201 -> Ho finger detected
21:47:08.303 -> NHo finger detected
21:47:08.371 -> Ho finger detected
21:47:08.474 -> No finger detected
21:47:08.541 -> No finger detected
21:47:08.610 -> Ho finger detected
21:47:08.713 -> No finger detected

Autoscroll Show timestamp

Hinh 4.15. Lay ddu van tay

773 —>» Ho finger detected
342 —> Mo finger detected
345 —>» HNo finger detected
114 —> Mo finger detected
319 —> Image taken

799 —> Tmage converted

370 —» Found a print match!
L76 —> Found ID #1 with confidence of 164
245 —> Mo finger detected
347 —> Mo finger detected
115 —->» Ho finger detected
218 —> Mo finger detected
386 —> Mo finger detected
556 —> Mo finger detected
el —>» HNo finger detected
328 —> Ho finger detected
332 —>» Mo finger detected

Hinh 4.16. Tim thdy déu van tay trong thu vién

PhamNVén Hao :
Nguyén Thanh Chinh Nguoi hudng dan: ThS. L€ Hiru Duy
Nguyén Vian Cuong



XAY DUNG HE THONG BAO MAT SINH TRAC HOC DUA TREN NHAN DANG KHUON MAT VA VAN TAY
UNG DUNG VAO SMART HOME

Hinh 4.17. Board mach két néi arduino ,van tay véi servo

4.4. Khuon mat

4.4.1. Bai todan nhdn dang khuon mat
Nhan dang 1a mét bai toan quan trong trong linh vuc Computer Vision, thuét toan
nhan dang khuén mat 1a mdt bai toan kha phtrc tap, n6 doi héi mot loat cac véan dé can

thuc hién:

Viéc lam dau tién d6 14 can phai tim kiém tat ca nhimg khudén mit co trong birc
hinh

Tap trung vao tung khuon mat chac chan rang ban c6 thé nhan ra cuing mot nguoi

tur cac goc nhin hodc dicu kién sang to1 khac nhau.

Lua chon nhiing déc trung dac trung trén tung khuon mat -VD nhu doéi mit to,

khuon mat dai...

So sanh nhitng dic trung nay voi nhitg nguoi khac dé ching ta co thé biét duoc

tén cua ho.

Giai quyét bai toan ting budc, & mdi budc s& cd cac thudt toan hoc may khac
nhau:

PhamNVén Hao :
Nguyén Thanh Chinh Nguoi hudng dan: ThS. L€ Hiru Duy
Nguyén Vian Cuong
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4.4.1.1 Tim kiém khuén mdt (Face Detection):

Co thé thay rd dau tién ching ta can xac dinh vi tri ciia khuén mat cé trong buc

hinh trude khi xac dinh nguoi do 1a ai.

Pé tim kiém khuén mat trong mot buc hinh, ta can 1am cho butrc hinh trd thanh anh den
trang. V& co ban thi mot birc 4nh mau khong c6 tac dung gi lim cho viéc xac dinh

khuon mat

Sau do, vé cac vector chi hudng to1 dan di cua cac di€ém anh ctia buc anh den trang
d6. Tao ra cac khung ti 1€ dé xac dinh cac dac di€ém co ban ctia khuén mat thong qua

cac vecto nay
4.4.1.2 Trich rut dic trung (Feature Extraction):

Sau khi phat hién ra khuén mat trong birc anh, chiing ta tién hanh trich rat nhirng
dac trung cua khuén mat. Budc nay trich Xuit ra mot vector dic trung dai dién cho

mot khuoén mat. N6 phai dadm bao dugc tinh duy nhat cia mot khudn mat.

C6 nhitng khudén mit thi nghiéng sang trai, nghiéng sang phai, khién ban chi nhin
thdy mot phan khuon mat ciia ho, hay c6 nhitng birc hinh thi lai hoi nghiéng dau, khién
cho birc anh bj 1éch khoi khung nhin. Do d6, chung ta can phai c6 gang lam cong buic
hinh dé d6i mat, bd méi luén & vi tri mau trong anh. Pidu nay s& 1am cho viéc so sanh

khudn mit ¢ cac budc tiép theo d& dang hon nhiéu.

Dé lam diéu nay, ching ta s& st dung mot thuat toan duoc goi 1a face landmark
estimation. Y tudng co ban cta thuat toan 1a tim ra 68 diém cu thé (duoc goi 1a méc)
tdn tai trén mdi khuon mit - ddu cam, canh bén ngoai cua mdi mét, canh bén trong cua
mdi 16ng may ... Sau @6, chiing ta s& dung mot thuat toan machine learning dé training

dé c6 thé tim théy 68 diém cu thé trén tirng khuon mat.

Sau do6, chi can xoay va cat anh dé mat va miéng dugc can gitra la xong

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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Hinh 4.18. 68 diém trong thudt todn face landmark estimation

4.4.1.3 Nhan dang khuon mdat (Face Recognition):

V&i hinh anh dau vao sau khi phat hi¢én ra khuon mat, trich rat cac dac trung ctua

khuon méat va dem so sanh céac dac trung nay véi co s¢ dir liéu khuon mat

Phuong phap tiép can don gian nhat dé nhan biét khuén mat 1a so sanh truc tiép
khuon mat ma chung ta da tim dugc ¢ budc 2 vai tat ca cac hinh anh cua nhimg ngudi
da duoc training trude do6 trong co sé dit liéu. Kiém tra cac dic diém trén khuén mat

roi tir 6 nhan dién dugc khuén mit ngudi trong webcam 12 ai.
4.4.1.4 Xady dung irng dung va trién khai cai dit

MTCNN la mét thu vién Python duoc viét boi nguoi dung. Nhan dang khuon mit
chung va cin chinh bang cach st dung mang nhiéu diy xép tang. Nhan dang khudn
mit 14 mot van dé vé thi giac may tinh dugc su dung dé tim khuon mat trong anh,

thong qua cac k¥ thuat dua trén tinh ning c¢6 dién.

Pham Van Hao
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Nhén dién khuén miat 1a mot van dé vé thi gidc may tinh dugc st dung dé tim
khuon mit trong hinh anh. Pay 13 mot van dé nhé ma con ngudi can giai quyét, va nd
da dugc giai quyét mot cach hop 1y thong qua cac ki thuat dua trén tinh ning c6 dién
(ching han nhu bd phan loai ting). Gan day, cac phuong phap hoc sau da dat dugc két
qua tién tién nhat trén bd dir liéu nhan dang khuon mat diém chuén tiéu chuan. Mot vi

du Ia mang no-ron tich tu phan cép da nhiém vu, goi tat 1A MTCNN.

# draw an image with detected objects

def draw_facebox(filename, result_list):

# load the image

data = plt.imread(filename)

# plot the image

plt.imshow(data)

# get the context for drawing boxes

ax = plt.gca()

# plot each box

for result in result_list:

# get coordinates

X, y, width, height = result['box"]

# create the shape

rect = plt.Rectangle((x, y), width, height,fill=False, color='orange')
# draw the box

ax.add_patch(rect)

# draw the dots

for key, value in result['keypoints'].items():
# create and draw dot

dot = plt.Circle(value, radius=26, color='red')
ax.add_patch(dot)

# show the plot

plt.show()

# filename = 'testl.jpg' # filename is defined above, otherwise uncomment

# load image from file

# pixels = plt.imread(filename) # defined above, otherwise uncomment
# detector is defined above, otherwise uncomment

#detector = mtcnn.MTCHN()

# detect faces in the image

faces = detector.detect_faces(pixels)
# display faces on the original image

draw_facebox(filename, faces)

Hinh 4.20: Vé hop xung quanh khuén mat

Pham Vin Hao
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def run_detection{fast_mtcnn, filenames):

frames = []

frames_processed = @

faces detected = @

batch_size = 6@

start = time.time()

for filename in tgdm({filenames):

v_cap = FileVideoStream(filename).start()

v_len = int(v_cap.stream.get(cv2.CAP_PROP_FRAME_COUNT))
for j in range(v_len):

frame = v_cap.read()

frame = cv2.cvtColor(frame, cv2.COLOR_BGR2RGB)
frames . append({frame)

if len(frames) >= batch_size or j == wv_len - 1:
faces = fast_mtocnn(frames)

frames_processed += len{frames)

faces detected += len(faces)

frames = []

print(

f'Frames per second: {frames_processed / (time.time() - start):.3f},".,
f'faces detected: {faces_detected}\r',

end=""

]

v_cap.stop()

run_detection(fast_mtcnn, filenames)

Frames per second: 65.815, faces detected: 32681

Hinh 4.21:Chay script trich xudt khuén mdt

Dé bi xur Iy hang triéu buc anh, can phai ting toc MTCNN, néu khong CPU s bi
chay truéc khi xir 1y xong. Néu chay doan ma trén qua trinh ndy s& mat khoang mot
gidy, s& xtr Iy khoang mot anh mdi gidy con véi viée chay MTCNN trén GPU va sty
dung phién ban tang tdc, n6 s& dat duoc khoang 60—100 hinh anh / khung hinh mdt
giay.

4.4.2. Trich rut ddc trung(arcface)
4.4.2.1 Nhung tinh nang

Mot CNN dién hinh duoc str dung dé phan loai bao gom trich xuat va phan loai
d6i tugng dia 1y. Trong qua trinh dao tao, ngudi mau s& hoc cac dic diém khudn mat
doc ddo va tao cac nhing dic trung trong qué trinh trich xuat dic diém. Sau khi qua
trinh dao tao hoan tat, ban c6 thé bo qua viéc phan loai va tao cac tinh nang nhiing cho

tung hinh anh khuén mat, chrflng han nhu “dau van tay” k¥ thuat s6.

Pham Vin Hao
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Do gidng nhau vé vecto cua hai anh khac nhau cia cting mot nguoi 13 cao nhung
khoang cach nho va do gidng nhau cua hai anh khac nhau 13 thip nhung binh phuwong

khoang cach 16n.

Sau khi chiing t6i phat hién va cat khuon mat, ching toi c6 thé xir Iy né théng qua
mo hinh arc face, m6 hinh nay s€ tao ra hai tinh ndng dugc nhiing. Khi ching ta c6
duogc hai vecto nhiing, chung ta s& co thé tinh toan do twong dong cosine hodc khoang

cach binh phuong giita chiing va xac dinh xem hai hinh anh cé thudc vé cing mot

nguoi hay khong.
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Hinh 4.22:Quy trinh chung dé xdc minh khuén mdt

So sanh SoftMax va Arc Face :Trong mang phan loai tiéu chudn, SoftMax va Loss
of Categorical Cross Entropy thuong duoc st dung ¢ cudi mang. SoftMax chuyén dbi
s6 thanh xac suat. Poi voi mdi ddi tuong, cho mot xac suét dé moi 16p co téng la 1.
Huén luyén hoan tit, 16p c6 xac sudt cao nhit dugc chon. Categorical Loss Cross
Entropy tinh toan sy khac biét giira hai phan phdi xac suat va duoc giam thiéu trong
qua trinh truyén nguoc trong qua trinh huan luyén. Nhuoc diém cua SoftMax 1 nd
khong tao ra mot giGi han an toan, c6 nghia 1 cac dudng vién hoi mo. Ching ta mubn
vecto clia hai anh cua cung mot ngudi cang giéng nhau cang tt va vecto cta hai anh

ctia hai ngudi khac nhau. Cang khac biét cang tot.

Pham Vin Hao
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Hinh 4.23: Tinh ning nhiing cdc chit sé MNIST

Chung ta thdy cac don vi nhung chit s6 MNIST. Can luu y rang gidi han cua cac
chtrc ning SoftMax twong d6i md so véi cac chire ning Arc Face dugc nhing: Thay vi
st dung khoang cach Euclide, Arc Face tinh toan khoang cach tric dia trong siéu cau.
khong gian 1a khong gian trong d6 tit ca cac khoang cach duoc do bang dudng ray.
Puong thu duoc giita hai diém duoc goi 1a dudng tric dia. M6 ta khoang cach ngin

nhat. gitra cac diém, con dugc goi la khoang cach trac dia.

Ham mat mat Arc Face:

1 N eS*(coscos (Hyi+m)
— N log Sx(coscos (By,+m) + Zn S*coscos 0
i=1 € j=tjz1 €

4.4.2.2 Két lugn

Trén thuc t€, viéc mat Arc face thay doéi logit khoi SoftMax va do su tuong ung
chinh x4c vai viée loai bo quoc gia trén Si€u cau va tiéu chuan hoa cé tinh nang giai
thich rd rang v€ hinh hoc va céc tinh nang dugc ti€u chuan hoa, sy mat mat cua Arc

Face tuoi cia Bién do tdi da, 1a bién gidi quyét dinh trong nhitng ngudi dugc hoi.

4.4.3. Thudt todn tim kiém(Faiss)

Faiss 1a mot thu vién sir dung tinh niang tim kiém su gidng nhau két hop véi nhém
vecto. Faiss duoc nghién ctru va phat trién béi nhom nghién cru Al cta Facebook;
Puoc viét bang C ++ va duge dong goi trong moi trudng Python. Thu vién bao gdm
céc thuat toan tim kiém vecto da chiéu trong viéc tim kiém cac diém tuong dong. Tim
diém twong dong Hién nay, phuwong phap pho bién nhat dé tim hinh anh 13 tim diém
tuong dong. tao cau trac dir liéu tir RAM. Sau d6, mot vecto méi xx dugc tinh.

Pham Van Hao
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Hién nay, phuong phap pho bién nhét trong Image Retrieval 1a dung Similarity
L= argming,_,,i = argming||x — x|

Trong Faiss, day dugc goi la tao ra index, mdt object c6 kha nang add cac
vector X-ixi

Phan tinh ton argmax argmin, dugc goi 1a tim kiém chi muc Faiss, cho phép: Tra
vé nhiéu két qua twong ty Tim kiém nhiéu vecto cting mot luc (con duoc goi 1a xu Iy
hang loat) Chon giita d6 chinh xac va téc do (do chinh xac). Vi du: ban c6 thé giam
d6 chinh xac 10% dé tang tdc do 1én 10 1an hodc giam bo nhé di 10 1an. Khoang cach
Euclidean L2 1a Index Flash L2.

Tim kiém
e Budc dau tién 1a xir Iy anh: doc dnh
e Resize vé kich thudc dau vao ctia mang (384, 384)
e Trich xuét ra feature vector 128 chiéu qua mang CNN
e Secarch va dua ra top khung 4nh c6 distance nhé nhat

Két luén:

Model hoat dong tbt nhung van con ¢ thé cai tién:

Saliency s& detect chil thé ctia birc anh nén néu vi du birc anh chup hoa c6 ong
hoac dong vat khac, rat ¢ thé chung ta sé khong thu dugc anh crop chuan => Thuc
hién flower classify trudc khi dua vao saliency. Do chinh xac dugc cai thién thém khi

ap dung k¥ thuat dropout.

4.4.4. Face Detection voi MTCNN
4.4.4.1 Detect Face biang OpenCV va MTCNN

Trude hét, ta can khai bao thu vién va check xem sé st dung CPU hay GPU. Thyc
té cho thdy mang MTCNN rat nhe, c6 thé dé dang chay trén GPUcua Raspbery.

Hinh 4.24. Khai bado thu viéen MNN

Pham Vin Hao
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Tiép theo, ta s€ goi 1 object tir class MTCNN di kém 1 s6 config nhu sau:
mtcnn = MTCNN(thresholds= [8.7, 8.7, 8.8] ,keep_all=True, device = device)

Hinh 4.25. Hién thi @6 chinh xdc

Thresholds chinh 1a murc thresholds cho 3 16p mang P, R va O. Mac dinh 1a [0.6,
0.6, 0.7] nhung vi muén ting do chinh xac nén truyén vao muc 3 cao hon nhu trén.
Keep all dé xac dinh viéc ching ta c6 detect hét va tra vé tit ca mat c6 thé trong buc
hinh hay khéng.

Vé viéc load video tir webcam, ta s& s dung ham cv2.VideoCapture() cia
OpenCV dé goi webcam va ghi lai tng frame anh. Set cho kich thuéc ctia webcam vé

theo kich thuéc mong mudn va tién hanh khoanh box cho timg frame:

cap = cv2.VideoCapture(@)
cap.set(cv2.CAP_PROP_FRAME WIDTH,648)
cap.set(cv2.CAP_PROP_FRAME HEIGHT,48@)
while cap.isOpened():
isSuccess, frame = cap.read()
if isSuccess:
boxes, = mtcnn.detect(frame)
if boxes is not Mone:
for box in boxes:
bbox = list{map(int,box.tolist()))
frame = cv2.rectangle(frame, (bbox[@],bbox[1]), (bbox[2],bbox|
cv2.imshow('Face Detection', frame)
if cv2.waitKey(1)&BxFF == 27:
break

Hinh 4.26. Face detect véi anh

4.4.4.2 Capture Face

Phan code cila Capture s& khong khac gi 1am so v6i phan Detect, chi thém vao mot
s6 bién nhu count - dung dé dém s lugng anh; leap - budc nhay, tirc may s& lay anh

sau moi frame.

Pham Vin Hao
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import cv2

from facenet_pytorch import MTCMNM
import torch

from datetime import datetime
import os

device = torch.device('cuda:®@" if torch.cuda.is available() else "cpu')
print(device)

IMG_PATH = './data/test images/'

count = 58

usr_name = input({"Input ur name: "}
USR_PATH = os.path.join{IMG_PATH, usr_name)
leap = 1

mtcan = MTCHN(margin = 28, keep all=False, post process=False, device = dewv
cap = cv2.VideoCapture(8)
cap.set(cv2.CAP_PROP_FRAME_WIDTH,64@)
cap.set(cv2.CAP_PROP_FRAME_HEIGHT,480)
while cap.isOpened() and count:
isSuccess, frame = cap.read()
if mtcnn(frame) is not MNone and leap®2:
path = str(USR_PATH+'/{}.jpg" .format({str(datetime.now())[:-7].repla
face img = mtcnn{frame, save path = path)
count-=1
leap+=1
cv2.imshow( 'Face Capturing', frame)
if cv2.waitKey(1)&BxFF == 27:
break

Hinh 4.27 Crop anh theo tirng id

Ta s& khong dung ham detect() co trong class nita, ma dung ham forward thang
qua class. Him ndy sé& tra vé anh dya trén 2 toa do goc cta box chira mit nguoi, sau

khi da crop&resize anh vé dung kich thudc dau ra mong mudn cia mang FaceNet

Pham Vin Hao
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Template
3D model

Input

Face detection Fiducial points 2D 3D
detection alignment  alignment
Hinh 4.28 Face Alignment dwa theo phwong phdp 2D Alignment va 3D Alignment

4.4.5. Xay dung wng dung
4.4.5.1 Mé hinh téong quan

Mo hinh tong thé cta hé thong bao gom:

e Tao face.py dung dé nhan dién
e Tao DatabaseManagement.py sir dung dé training dir liéu
e Tao 16p config.py dé lay dit liu

4.4.5.2 Xady duwng chi tiét ieng dung

4.4.5.3 Léy ID qua tirng Khung dnh

idx,d (parameter) : SelfgDatabaseManager

ID = self.index2ID(str{idx[8a]))
name = self.id2Name(:
return name, distance[@], idx[8]. ID

index2ID({self,index):
return self. index2id[index]

id2Name(self,ID):
return self. id2name[ID]

Hinh 4.29. Train di liéu ldy id

Pham Vin Hao
Nguyén Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
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- SlfrnsnaNOmP
210

Hinh 4.30. Dt li¢u khudn mat
4.4.5.4 Tao lop training dir liéu

Toan bd file code DatabaseManagement.py

2, indent=4)

if config.bin path is not None:
self.core = FaceSearch(index_path = config.bin_path)

self.core = FaceSearch()

Hinh 4.31. Code train dir liéu
Pham Van Hao
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4.4.5.5 Lop DatabaseManagement.py nhdn dién khuon mdat da training
if name self.  id2name.values():

self._ index2path.value
entID
)] = file_path

- 1ID: - 2 ath ' format(currentID,len(s

s at path {}'.format(currentID,len(self._ index2id},len(

)] = currentID
path)] = file path

.format(currentID,len(self._ index2id),len(self._ id|

print(len
embed

Hinh 4.32. Code train dit liéu theo tung id

4.4.6. Chay irng dung va kiém tra két qua
4.4.6.1 Chay vrng dung

Dau tién, ta chay file config.py

id2name path
index2id path =

index2path_path =
4 bin path = 'liﬂraﬂg

Hinh 4.33. Code dwa dir liéu vao

Sau khi ldy dit liéu xong thi dit liéu tap hop cac birc anh chup khudn mit ngudi

nhan dién s ¢ trong thu muc datashet:

Pham Vin Hao
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0190 190 0 10 1 122 1 0 |

1016 B )£ B0 10 1 10 10 10 10 B2 1 0 1 10 10 12 £ 191

Frvw space 3279 Wil (Total 139 G)
3 % s [ es] we

Hinh 4.34. File anh

Tiép dén, chay file DatabaseManagement.py dé training dit liéu cac khudn mit da
duogc lay & trén:

for
e, O v ey~
Print(a) Coatasny,
for file in .

for file j exacy
Print(file)
Y o S ing(file)
Lest_img()
bmrurm()

TUmsoea

Jusr /bing, thon3 /hom
("""7'"-"”)' autoj /b1 SKtop/bio-project Mio/tacest
+ face git: (masert (00 found. Please install it tirey "
. th:(master) X Zusr/din/pythons A ".“‘
9:pry tace/t
ALAN

dataset/HAD/ING_0744. Irg

© Tharn it v waietie ‘g .

Doerbadinpden e s on

Hinh 4.35. Train anh

4.4.6.2 Két qud thu dwoc:

Chay file face.py dé nhan dién khudn mit
Pham Van Hao
Nguyén Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
Nguyen Van Cudng
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Truong hop: khi & diéu kién anh sang ti, khong dam bao chét luong anh sang hé

thé)ng van nhan dién dua dit liéu dung.

> dcCeievate py L ] Detect py @ facepy -
@ locepy >
250 Print(“sps [(:.2f
P-21}] - usER [{},()})*.for
260 A (cv2.waitkey(1) == ord("q")): : s
261 2
262
263
2064
285
260 for r, d, f in os walk( 'dataset’)
267 primt(d)
208 for file in t
269 iAf (".Jpg’ in 111

27e exact_path =
271l | files . aopend( )
PROML £ ourruT TORaarese DESUC CONSOLL

/usr/bin/pythons nd./p:/oou:oa/ue-pro;xxmxo/vuurm.py
'(.oh;::‘.x:ﬂ (lo(ozq ;nt found. Please install it first.
(master Jusr/bin/ /home/p 2p/bio-projec ace.
Load from Andnﬂd.;lm w:alfu‘lﬁf;mj {RA/Resks lo:project/blast /face.py
Load from idiname.json succesfully
Load from index2path.json succesfully
@ FPS [8.01) - usem (WA0, 0.5808039131164951)93) ] 143423) )

OO-lM.w” ® cordgpy @

.nu-u().l\-.lxnnnu),m " '\r*)

i

|

=S
| ==
-
P =

<
+
8
Ed
>

Hinh 4.36. Két qua nhdn dién ¢ diéu kién dnh sdang khéong tot

Truong hop: khi ¢ diéu kién anh sang tot, ddm bao chat luong 4anh sang hé thong

nhan dién dua dir liéu dang.

@ Detect py ®facepy X & Databe

Print(“FPs [{:.2f)) - user .o
if (cv2.waitkey(1) == ord(“q")):
break

format( fps_.unnnu().nnne,dulnn:e),ww = '

# for r, d, f in os.walk('dataset')
" print(d)

for file in f

TERMINAL

/usr/bin/python3 /hdine/pi/Desktop/bio-project/bio/face/face.py

[oh-my-zsh] autojump not found. Please install it first.

< face git:(master) X /usr/bin/python3 /home/pi/Desktop/bio-project/bio/face/face.py
Load from index2id.json succesfully ==

Load from id2name.json succesfully

Load from index2path.json succesfully

FPS [8.35] - USER [MAO,0.7358760237693787))7)3394775))

®
&

Praster O Prhond7icitn @0AT

LA 2615 Soacecd UTFE LF pyon ® Q

Hinh 4.37. Két qua nhdn dién & dnh sang tot

Pham Vin Hao -
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Chwong 5: THIET KE THU'C THI

5.1. Thiét ké nhén dién khuén mdt va vén tay
Thiét ké nhan dién khudén mat:

Truong hop: khi & diéu kién anh sang tdi, khong dam bao chét luong anh sang hé

thé)ng van nhan dién dua dit liéu dung

® scceleate py @ Detect
ey ®facepy X @ Dutabaserd
® focepy > ? L] @ cordgpy
p 259 print("sps [(:.2f
1-21}] - usem 0
7:;‘ if (cv2.waitkey(1) == M“.:s;)‘(H format( foe_.estinate(), name, distance), end » "“r')
e break .

3 262 Af _neme__ sa'__matn ¢:
N lmport os

# filesz()

#forr, d, f in o3 walk( 'dataset')
” primt(d)

L] for file in r

. Af (" Jpg’ in 1L

"

”

exact_path =
files. aopend( ‘
OUTPUT  TERMINAL  DESUG CONSOLE

/usr /bin/pythons /hL/pi/onltoo/b:u-proj«(/bxe/'uc/!m.w
(.oﬁ;:::l(au(o:u.i v:t f/b « Please inscall it firse.
(master Jusr/bin/pythond /home/p 0p/b10 projec ace
Load from index2id.jsen w:uliu‘l’{y 7 Lol /Beakt 10:project/biast /face.py
Load from idname.json succesfully
Load from index2path.§son succesfully
@ FPS [8.01] - USER (WAD, 0.5868630131104951)93) ]143423)]

&

Hinh 5.1. Két qua nhdn dién & diéu kién dnh sdng khéng tot

Truong hop: khi & diéu kién anh sang tot, ddm bao chat luong 4anh sang hé thong

nhan dién dua dir li¢u ding.

-

USER [{}, (3]
== ord("q")):

/usr/bin/python3 /hdine/pi/Desktop/
(oh-my-zsh] autojump not four PL

ce.py

uccesfully
56760237693787))7]3394775] )

()
&

P rasier O Prhond7ibdtn ®0AT NIACHTS Soacesd UTFS LF Pyion & 0

Hinh 5.2. Két qud nhdn dién & dnh sdng tot

Pham Vin Hao
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Nhin chung hé théng khi & cac truong hop khic nhau, kha ning nhan dién vin
hoat dong tdt, cho ra két qua nhan dién dang theo co s& dir liéu da luu trudc. Cai thién

tinh trang giat lag trén khung hinh nhéan dién.

Nhéan dang van tay:

Truong hgp van tay khong hop 1€

Hinh 5.3. Hinh anh van tay khong hop lé

Truong hop van tay hop 1€

Hinh 5.4. Hinh anh van tay hop l¢é

PhamNVén Hao :
Nguyén Thanh Chinh Nguoi hudng dan: ThS. L€ Hiru Duy
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Cam bién van tay trong h¢ théng hoat dong on, kich ban dong va mo ctra so voi

thot gian dung theo muc ti€éu cua nhom.

5.2. Két qua dat dwoc

Muc tiéu ban dau cua dé tai “XAY DUNG HE THONG BAO MAT SINH TRAC
HOC DUA TREN NHAN DANG KHUON MAT VA VAN TAY UNG DUNG VAO
SMART HOME” la xay dung hai dé tai nghién ctru la: nhan dién khuon mat va van
tay ing dung mé ctra cho moé hinh nha thong minh. Dya trén ngon ngtr Python véi thu

vién chinh 1a OpenCV va duogc thuc hién trén Kit Raspberry Pi 4.

Sau qua trinh nghién ctru va thuc hién dé tai, nhém da rat ra duoc nhiéu van dé
khac nhau, tir viéc st dung phan mém, cic phuong phép giai thuat, cho t6i st dung
phan cimg. Thoi gian thyc hién trong khoang thoi gian 15 tuan. Trong d6, gdm céac van
dé sau:

DP6i voi phan cting: Biét st dung Kit Raspberry, cai dat hé diéu hanh cho
Raspberry, biét st dung Camera két ndi v6i Raspberry, cac thu vién danh cho
Raspberry.

Do6i voi phan mém: Biét cach 1ap trinh co ban trén Python cing véi thu vién
OpenCV, va cic giai thuat lién quan dén dé tai nhu: phuong phap nhan dang khuon
mat. Poc thong tin van tay va ghi vao dir liéu
Qua qua trinh chay thuc thi c6 duoc mot sb két qua:

Phat hién dugc khuén mat nguoi.

So sanh dugc véi anh mau trong co so dir liéu dé duara quyét dinh vé1 do
tuong thich duogc dat trudec.

Hién thi duoc cac thong bao cua hé théng, thong tin ngudi dung, ...

Pong mo cura dling véi hanh dong mong mudn cua nguoi dung.

Pham Van Hao
Nguyen Thanh Chinh Ngudi huéng dan: ThS. Lé Hiru Duy
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Chuwong 6: PANH GIA HE THONG
6.1. Két qua dat dwoc ciia do dn

Sau 15 tudn thuc hién dé tai, tim hiéu va doc céc tai liéu chuyén nganh c6 lién
quan & cic trang mang, dién dan, cong ddng trong nudc va qudc té thong qua mang
Internet, tong hop cac kién thic d3 dugce hoc xuyén subt 4 nim ciing nhu duoc sy
huéng dan tn hinh cta thiy GVHD Th.S Lé Hiru Duy, nhém thyc hién d6 an ching
em cudi cung ciing di hoan thanh duge dé tai “XAY DUNG HE THONG BAO MAT
SINH TRAC HOC DUA TREN NHAN DANG KHUON MAT VA VAN TAY UNG
DUNG VAO SMART HOME”

Qua qua trinh thyc hién, nhoém cam théy da duc két, nang cao va hoc duogc
thém mot s k§ nang nhu: k¥ nang giao tiép,lam viéc nhoém,k§ nang phan tich va
xtr 1i van de,...

Thiét ké dugc hoan thanh c6 thé ung dung cho lap dit thay thé cac loai khoa ctra
dan dung hay céc loai khda bang mat khau so tai ctra cong & cac co quan, xi nghiép,..

Hé¢ théng dong ctra dung cam bién van tay duoc thuc hién nhu dé tai c6 thé duoc
xem 1a mot hé thdng thong minh véi cac chie ning da dat dugc nhu:

Nhén dién dugc nguoi dung qua xac minh hinh anh van tay so véi thu vién van tay
d3 duoc luu trir ¢& dong md cira chinh xéc, giam bot nguy co khi c6 ké gian x4m nhap.
Tuy nhién bén canh wu diém c6 duoc thi hé théng con ¢6 nhuge diém han ché dé 1a dé
bi pha hoai, van dé bao vé con chua tot.

Thiét ké thanh cong mo hinh ngdi nha thong minh.
Tim hiéu duoc co s6, ¥ nghia ctia viéc diéu khién thiét bi qua internet.

Hiéu dugc nguyén li lam viéc cua cdc module trong hé thong va cach ghép noi

chung nhu thé nao.

Hiéu rong hon vé Raspberry va moi truong lam viée da dang cia no.
Cai thién dugc cac van de vé lam viéc nhom, cling nhu cac ky ning c6 lién

quan (Visual studio code, Word, Power Point...).
Tién hanh chay thuc nghiém, danh gia két qua.

Sau qua trinh tim hiéu moi trudng Python va thu vién Opencv cling mot s ki
thuat co lién quan, d¢ tai da dat duoc muc tiéu dé ra 1a xay dung tng dung tri tu¢ nhan
tao trong viéc nhan dang khudén mat nguoi.

Pham Van Hao
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Nhin chung, h¢ théng hoat dong tuong ddi su on dinh, c6 thé 1am viée lién tuc va
dat cac yéu cu d3 dat ra ban dau. Bén canh do hé théng con dugc nang cao thém mot
s6 tinh ning gitip cai thién trai nghiém ngudi dung, nang cao duoc tinh bao mat dai lau

cua h¢ thong, dam bao dugc an toan va gilr virng do tin cay.

Hé thong sir dung ngudn 12V-5V trd xudng nén rat an toan cho nguoi st dung néu

c0O xay ra cac tinh trang cham vo, o di¢n,... hoac cac tai nan vé dién cia hé thong.

Tuy nhién, do gidi han vé thoi gian va sy han ché vé mat kién thirc nén ung dung
chi mdi ¢ giai doan ban dau, cling nhu moi trudong, ngudn tai licu tham khao & moi
truong trong nude khong thuc sy nhi€u, va 161 chu yéu 1a tur céc tai liéu quoc t€, nén hé

thdng khong tranh khoi mot s6 han ché nhét dinh va can phat trién:

Han ché dau tién 1a chua c6 ngudn du trit dé duy tri hoat dong cho hé thong trong

truong hop mat dién.

Céc diéu kién vé kinh phi ciing nhu thoi gian thyc hién ma tinh thim m§y cta hé

thong khong cao (m6 hinh to va cong kénh, cac duong dan keo thd va khong déu)

6.2. Huwdng phdt trién cho hé thong
Qua dd 4n ndy em xin dé xuat mot sé hudng phat trién cho hé thong:

Hé thdng c6 thé phat trién thém theo huéng bao mat nhiéu 16p, két hop thém nhiéu
phuong thirc bdo mat trong thuc té hon nita dé tao ra mot hé théng ¢o tinh bao mat cao

hon va hon ntra.

Ngodi ra ciing c¢6 thé nang cao kha ning nhan dang khu6n mat bang phuong phap
nhan dang béng camera kép, mQt camera nhan dang va mot camera do chiéu sau dé
nang cao kha niang nhan dang nhiéu goc do cling nhu 13 ting do tin ciy cua hé thong
Ién cao.

C6 thé két hop voi cac hé théng canh bao nham giri cac thong bao hay bao cdo dén
ngudi dung mdi 1an c6 ngudi la ¢ tinh dot nhap vao nha, dong thoi ciing nham khai
thac triét ¢ module camera ciia hé thong.

Xem dugc ngay gio xac nhan van tay.

C6 thé thuc hién thay d6i truc tiép van tay hodc x6a bo dugc van tay ngay trén hé

thong cam bién.

Pham Van Hao
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KET LUAN

Sau khi thuc hién dd 4n “Xay dung h¢ théng béo mét sinh tric hoc dya trén nhan
dang khudén mit va van tay ung dung vao Smart Home”, san pham cubi cung da dat

duogc cac muc ti€u ban dau dugc dé ra va nhém da hoan thanh tot bao cdo do an nay.

Trong qué trinh thuc hién d& tai ndy nhom ciing di ciing ¢6 duoc nhiu kién thirc
cii, dong thoi cling biét dugce thém nhiéu kién thirc méi vé xtr Iy hinh anh bing python,
1ap trinh C#... Bén canh d6 nhom ciing dé rat ra duoc nhiéu kinh nghiém vé nghién

ctru va ché tao san pham.

V& két qua, qua trinh thir nghiém cho cac két qua tét va dap ung duoc yéu ciu cia
nhoém dé ra. Mic du van con mét sd han ché tuy nhién nhom cling da tim ra duoc
nguyén nhan va cach khic phuc. Bén canh d6 nhom ciing nhan thiy dé tai c6 thé phat

trién thém nhiéu tinh ndng hon nira.

Do kién thure cua chung em con nhiéu han ché nén ndi dung bdo cao co6 thé c6 nhiéu
sai sot. Vi vay em mong dugc sy dong gop ¥ kién cua céc thay cd va cac ban dé bai

bao c4o cua chiung em dugc hoan thién hon.

Pham Van Hao
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